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Ve spolec¢nosti Direct Fidoo Payments s.r.o. (dale také
,Fidoo Payments”) si vazime vSech svych klient(. Proto
si klademe za cil chranit vase soukromi. Chceme, abyste
si byli jisti, Ze s vasimi Udaji zachazime s maximalni péci
a v souladu se vsemi povinnostmi vyplyvajicimi z
platnych Pravnich predpist Evropské unie a Ceské
republiky.

Z téchto ddvodd jsme pfripravili tento dokument, ve
kterém vam, tedy nasim klientdm a UZivateldm Fidoo
aplikace, ptip. Fidoo Gétu (dale jen ,vy“) vysvétlujeme
podstatné prvky zpracovani vasich Udaji. Pokud jste
podnikatelem — fyzickou osobou a mate s nami pfimo Vy
uzavienou Smlouvu, vztahuji se informace v tomto
dokumentu na Vas stejné, jako na ostatni UzZivatele
Fidoo aplikace nebo Fidoo uctu.

Pokud byste méli jakékoli dotazy tykajici se zpracovani
osobnich Udajd, radi vam vse vysvétlime. MlzZete se na
nas obratit na Klientskou linku 290 290 290, e-mail
info@fidoo.com nebo adresu Pod Drahou 1636/1, 170
00 Praha 7 - HoleSovice.

Pojmy pouZité vtomto dokumentu s velkym pocatecnim
pismenem maji stejny vyznam, jak je definuje Smlouva
uzaviena mezi nami a vami, prip. spole¢nosti, ve které
pUsobite jako zaméstnanec, ¢len statutarniho organu Ci
osoba v jiném postaveni, a kterd je stranou Smlouvy
(dale jen ,vaSe spolecnost”), spolu s pfislusnymi
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At Direct Fidoo Payments s.r.o. we appreciate all of our
clients. That‘s why we aim to protect your privacy. We
want you to be sure that we treat your data with the
utmost care and in accordance with all regulations
arising from the Applicable laws of the European Union
and the Czech Republic.

For those reasons, we have prepared this document that
explains to you, our clients and Users of Fidoo
application and Fidoo accounts (hereinafter referred to
as "you"), the essential elements of your data
processing. If you are an entrepreneur - a natural person
and you have a Agreement signed directly with us, the
information in this document is applicable to you,
similarly to other Users of Fidoo application or Fidoo

account.

If you have any questions about the processing of
personal data, we will gladly explain everything to you.
You can contact us on the Customer care line 290 290
290, e-mail info@fidoo.com or at our address Pod
Drahou 1636/1, 170 00 Praha 7 - HoleSovice.

Capitalized terms used in this document have the same
meaning as defined in the Agreement concluded
between us and you, or a company for which you work
as an employee, a member of a statutory body or a
person in another position, and that is a party to the
Agreement (hereinafter referred to as "your company"),
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obchodnimi podminkami dostupnymi na

www.fidoo.com v sekci UZite¢né informace.

1. Kdo jsme my

My, tedy spolecnost Direct Fidoo Payments s.r.o., sidlem
Pod Drahou 1636/1, 170 00 Praha 7 - Hole3ovice, I1CO:
02690446, zapsana v obchodnim rejstfiku vedeném
Méstskym soudem v Praze, oddil C, vlozka 222689 (dale
jen ,my“ nebo ,Fidoo Payments”) vam poskytujeme
Sluzbu Fidoo, jak ji definuji Produktové podminky.
Zaroven jsme pro vas za timto ucelem vytvorili
inteligentni online rozhrani Fidoo aplikace ke spravé
Fidoo uctu.

Kontakt na povéfence pro ochranu osobnich udaja:
dpo@fidoo.com

Z pohledu ochrany osobnich Udaja se pfi poskytovani
Sluzby Fidoo nachdzime v postaveni sprdvce vasich
osobnich udaju.

To ve zkratce znamenad, Ze za zpracovani téchto Udajd,
tedy z jakého dlivodu se zpracovavaiji, jestli jsou spravné,
nejsou nadbyte¢né atp., odpoviddme my. Jako spravce
Udaju vystupujeme také pfi zpracovani pro nase
provozni Ucely (vyvoj SluZeb Fidoo) ¢i pro ochranu
naseho majetku ¢i majetku vasi spolecnosti (napf.
zajisténi bezpecnosti aplikace).

Dale v textu se doctete o tom, jak, pro¢ a co v pozici
spravce zpracovavame.

2. Uel zpracovani informaci

Jak uZ bylo feceno, pfi poskytovani nasSich sluzeb
vystupujeme v pozici spravce udaju.

Jako spravce udajl potfebujeme vasSe osobni uUdaje
zejména k tomu, abychom mohli plnit své zdvazky ze
Smlouvy, abychom dostali prdvnim pozadavkim, ¢i k
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together with the relevant terms and conditions
available at www.fidoo.com in the Documents section.

1. Who are we

We, Direct Fidoo Payments s.r.o., with registered office
at Pod Drahou 1636/1, 170 00 Praha 7 - HoleSovice,
Company Registration no. ICO: 02690446, registered in
the Commercial Register maintained by the Municipal
Courtin Prague, section C, entry no. 222689 (hereinafter
referred to as "We" or " Fidoo Payments"), provide you
with Fidoo Services as defined by Product terms. At the
same time, we have created an intelligent online
interface of Fidoo application for you to manage your
Fidoo account.

Data protection officer contact: dpo@fidoo.com

From a personal data privacy protection perspective we
are considered to be the controller of your personal data
while providing Fidoo Services.

This means that the processing of this data, i.e. the
reason for which it is processed, if it is correct, etc., it is
us who is responsible. We also act as the controller
during the data processing for our operational purposes
(development of Fidoo Services) or the protection of our
property or the property of your company (for example
ensuring the security of the Application).

Further in the text, you will read about how, why and
what kind of data we process as a data controller.

2. Purpose of data processing

As already mentioned above, we act as a data controller
while providing our services.

As a controller, we need your personal information in
particular to be able to fulfil our obligations originating
under the Agreement, to

comply with legal

requirements, or to protect our or your legitimate
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ochrané nasich ¢i také vasich legitimnich zajmG. Nékdy
tyto Udaje zpracovavdme na zdkladé vaseho souhlasu.

2.1. Zpracovani pro ucely plnéni smlouvy

Jedna se zejména o samotné poskytovani Sluzeb Fidoo,
pro které musime zpracovavat vase udaje, provozni
informace a udaje o finan€nich transakcich, které
provadite. Do této kategorie zpracovani spada i nutnd
vyména Udajl mezi provozovateli a poskytovateli
platebnich sluzeb, a to v rozsahu nezbytném pro
zajisténi pristupu ke sluzbé, k provedeni platebni
transakce, k vzajemnému zuctovani platebnich transakci
a k

komunikaci, v€etné platebnich transakci.

zabranéni zneuzivani sluzeb elektronickych

Za témito ucely se zpracovavaji nasledujici kategorie

osobnich udaja:

e identifika¢ni udaje slouZici k vasi jednoznacné a
nezaménitelné identifikaci (napf. jméno, pfijmeni,
titul, rodné cislo, datum narozeni, adresa trvalého
pobytu, pohlavi, misto narozeni, Udaj o pracovni
pozici),

e kontaktni ddaje (napf. kontaktni adresa, Cislo
telefonu, e-mailova adresa),

e veskeré transakéni a uZivatelské udaje souvisejici s
uzivanim Fidoo uc¢tu a vyuzivanim Fidoo aplikace,

e informace o financénich prevodech mezi vasSim
firemnim Gétem, <¢i uctem vasi  spolecnosti,

Bankovnim u¢tem Fidoo, a odpovidajicimi zaznamy

na Fidoo Uctu, véetné zGstatkd.

Poskytnuti téchto osobnich udajll je zcela dobrovolné,
avsak je podminkou pro poskytnuti Sluzby Fidoo. Bez
téchto adaji nelze Sluzby Fidoo objednat ani
poskytovat. Po uzavieni Smlouvy musime vyse uvedené
Udaje zpracovavat, abychom plnili nase zavazky podle

sjednanych podminek.

Tyto Udaje zpracovavame, abychom vam Sluzby Fidoo
radné poskytovali tak, jak jsme se domluvili.
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interests. Sometimes we process this data on the basis
of your consent.

2.1. Data processing in order to fullfill our contractual
obligations

This is in particular for provision of FidooServices, for
which we must process your data, data related to
operational and financial transactions that you are
performing. This category of data processing also
involves the need to exchange data between the
operators and payment service providers, to the extent
necessary to ensure access to the service, to execute
payment transactions, clearing of payment funds and to
prevent the misuse of electronic communication
Services, including payment transactions.

For these purposes, the following categories of personal
data are processed:

data used to and

unmistakably identify the subject (for example

e identification uniquely
name, surname, title, birth number, date of birth,
address of permanent residence, gender, place of
birth);

e contact details (for example contact address,
telephone number, e-mail address),

e all transactional and user data related to the use of
Fidoo accoutn and the use of the Fidoo application,

e information about financial transfers between your
company account, Fidoo Payments Bank accout and

on the Fidoo account,

corresponding records

including balances.

The provision of this personal data is entirely voluntary,
but it is a requirement for provision of Fidoo Services.
Without such data, Fidoo Services cannot be ordered or
provided. After concluding the Agreement, we must
process the above data in order to fulfil our obligations
under the agreed conditions.

We process this information in order to properly provide
you with Fidoo Services as we have agreed.
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Udaje také zpracovavame z ddvodu nasich opravnénych
zajmU, resp. opravnénych zadjml vaSich nebo vasi
spole¢nosti. Jste-li vSak pfimo vy tim, s kym jsme
Smlouvu uzavreli, zpracovavame tyto Gdaje, nebot jsou

nezbytné ke splnéni smlouvy, kterou s vdmi mame.

Tyto stejné Udaje zpravidla vyuZzivame také pro to,
abychom si plnili své zdkonné povinnosti — viz bod 2.3.

nize.

2.2. Zpracovani za uUcelem ochrany majetku a pro
vlastni provozni ucely

Provadime zpracovani, které je nezbytné pro ochranu
nasich a vasich opravnénych prav a zajmu a rovnéz prav
tretich osob, které se na poskytovani sluzeb podileji
nebo maji jiny legitimni zajem.

Do této kategorie zpracovani spadaji zejména nasledujici
operace:

e zajisténi funkénosti a bezpecnosti Fidoo aplikace a
platebnich sluzeb,

e zlepSovani a vyvoj novych produktli a sluzeb na
zakladé studia pouZiti SluZzeb Fidoo nebo vaseho
chovani pfi jejich pouzivani,

e segmentace klientského portfolia (podle vyuzivanych
SluZzeb Fidoo ve Fidoo aplikaci, vyhodnocovani
platebnich transakci, zlstatkd na Fidoo uctech,
klasifikace transakci a dalSi analytické cinnosti; k
témto operacim pouzivdme agregované anonymni
udaje),

e sledovani kvality Sluzeb Fidoo a vasi spokojenosti s
nimi, tvorba obchodnich doporudeni a optimalizace
poskytovanych Sluzeb Fidoo a produkt(, identifikace
obchodniho potencialu podle vasich preferenci,

e prevence a odhalovani trestné nebo protipravni
¢innosti,

e ve Fidoo aplikaci vyuzZivame nastroje tretich stran,
jako jsou cookies a nastroje spole¢nosti Google za
pomoci kterych ziskdvame informace vedouci k
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We also process your personal data based on our
legitimate interest and/or your legitimate interest or
your company. However, if you are the person with
whom we have concluded the Agreement, we process
this data, as they are necessary to fulfil the agreement
which we have signed with you.

However, we usually also use this same data to fulfil our
legal obligations - see point 2.3. below.

2.2. Data processing for operational assets protection
and own operational purposes

We carry out data processing required to protect our
rights and your interests, as well as the rights of any
third parties involved in the provision of services or who
may have other legitimate interests.

In particular, the following fall into this category of data

processing:

e ensuring functionality and security of the Fidoo
application and payment services,

e improvement and development of new products and
services by observing your use of Fidoo Services or
your behaviour during their use,

e segmentation of clients (Fidoo Services used in the
Fidoo
transactions,

evaluation of
Fidoo

classification of transactions and other analytical

application, payment

balances on accounts,
activities; we use aggregated anonymous data for
these operations),

e monitoring of Fidoo Service quality and customer
satisfaction, creation of business recommendations,
optimization of Fidoo Services and products
provided, identification of business potential as per
your preferences,

e prevention and detection of criminal or unlawful
activity,

e the Fidoo application utilizes third party tools such
as Google cookies, with the help of which we receive
information that leads to further improvement of
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dalSimu zlepSovani aplikace a vasi zakaznické
zkusSenosti; informace naleznete na webu fidoo.com,

e urceni, obhajoba a vymahani prav vyplyvajicich ze
Smlouvy a dalSich smluvnich ujedndni nebo pravnich
predpisd,

¢ ochrana majetku a osob,

e interni funkce nezbytné pro nasi ¢innost, a to i na
urovni skupiny podnikl, do které patfime (audit,

administrativa, evidence

controlling, provoz IT,

dokladl pro ucetnictvi a dané atp.).

Z dlvodu ochrany zajm( nahravame i nase vzajemné
telefonni hovory, abychom vidy presné védéli, o ¢em
jsme spolu mluvili. Hovory mlZeme také nahravat,
zpracovavat a nasledné vyhodnocovat tak, abychom co
nejlépe vyhovéli vasSim poZadavkim, pranim a
potfebam. MlZeme se s vami také spojit a ovéfit si, zda

jste byli se Sluzbami Fidoo spokojeni.

Z davodu ochrany nasich a vasich prav a zajmU budeme
zpracovavat zejména identifikacni, provozni a transak¢ni
Udaje. Mlzeme také rlizné udaje spojovat s dalSimi
informacemi anebo vytvaret Gdaje nové, které z danych
informaci vyplyvaji nebo s nimi souviseji. To je dilezité
hlavné pro urceni prav a povinnosti vyplyvajicich ze
ochranu nasich ¢i vasich

Smlouvy, zajma nebo

dodrZovani naSich  pravnich  povinnosti  (napf.
zabezpeceni SluZeb Fidoo, prevence a odhalovani

protipravni ¢innosti, obhajoba prav).

Proti zpracovani zaloZzenému na opravnénych zajmech je

mozné podat namitku, kterou prezkoumame, a
zhodnotime, zda dané zpracovani spliuje poZadavky
predpisud. Vice o svych pravech naleznete nize v tomto

dokumentu.

2.3. Zpracovani na zdkladé zdkona a pravnich

povinnosti

S platebnimi sluzbami je spojena fada povinnosti, které
musime podle pravnich predpis plnit. Jde zejména o
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the application and your customer experience;
information is available on the website fidoo.com,

e identification, defence and enforcement of rights
under the Agreement and other contractual
arrangements or legislation,

e protection of property and persons,

e internal functions necessary for our activities,
including and even at the at the level of the group of
enterprises to which we belong (audit, controlling, IT

documentary for

operations, administration,

accounting and taxes, etc.).

In order to protect our interests, we record all phone
calls so that we know exactly what we discussed
together. We may also record, process and evaluate
calls to best meet your requirements, wishes and needs.
You may also be contacted sporadically to verify that
you have been satisfied with Fidoo Services.

In order to protect our and your rights and interests, we
process, in particular, identification, operational and
transactional data. We may also tie various data
together or create new information that results from or
relates to that information. This is especially important
for determining contractual rights and obligations,
protecting our and your interests, or complying with our
legal obligations (for example Fidoo Service security,
prevention and detection of unlawful activity and
defending rights).

If we do not comply with the processing of data based
on legitimate interests, it is possible to file an objection
which we will examine and assess whether the
processing complies with requirements and regulations.
More information about your rights can be found below

in this document.

2.3. Data processing on the basis of legal obligation

Payment services are accompanied by a number of
obligations that we must comply with as per the
legislation. This is in particular the law regulating



fidoo

by Direct

zdkony upravujici opatfeni proti legalizaci vynosl z
trestné Cinnosti a financovani terorismu (dale ,,AML
zakon”). Dle AML zadkona je Fidoo Payments povinnou
osobou, pfiéemz pro ovéfeni nezbytnych informaci
podle AML zakona mizeme vyuZit i mezinarodnich nebo
narodnich sank¢nich rejstiika.

Dédle se na nas vztahuji obecné pravni povinnosti, napt.:

¢ povinnosti podle predpist upravujicich platebni styk,
platebni sluzby a vydavani elektronickych penéz,

e uchovania archivace udajl dle zakonnych pozadavka
(ucetni a danové predpisy, archivnictvi aj.),

e administrativni povinnosti (napf. pti zpracovani
informaci v danové, ucetni nebo jiné administrativni
oblasti),

e povinnost soucinnosti s organy verejné moci pfri
vykonu jejich pravomoci podle predpist.

Za ucelem plnéni pravnich povinnosti, predevsim v
oblasti AML, zpracovavame zejména nasledujici osobni
udaje:

identifikacni Udaje slouzZici k jednoznacné a
nezaménitelné identifikaci subjektu Gdajl (napf.
jméno, prijmeni, titul, pfip. rodné Ccislo, datum
narozeni, adresa trvalého pobytu, pohlavi, misto
narozeni),

e kontaktni Udaje (napf. kontaktni adresa, Cislo
telefonu, e-mailova adresa),

e Udaje o dokladech (druh a dislo predlozeného
dokladu, platnost a datum vydani predloZzeného
dokladu, kym byl doklad vydan) véetné kopii téchto
dokladd,

e informace o tom, zda jste, Ci nejste politicky
exponovana osoba,

e transakcni a uZivatelské Udaje souvisejici s uzivanim
Fidoo uc¢tu a vyuzivanim Fidoo aplikace,

¢ informace o financénich prevodech a transakcich.

V pfipadé, Ze nam tyto osobni Udaje nesdélite,

nemUzZeme pro vas otevfit Fidoo ucet.
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measures against the legitimization of proceeds of crime
and the financing of terrorism (hereinafter referred to
as “the AML Act”). According to the AML Act, Fidoo
Payments is the obliged entity, whereby we can also use
international or national sanctions registers to verify the
necessary information according to the AML Act.

We are also subject to general legal obligations, such as:

e obligations under the rules governing payment
transactions, payment services and the issuance of
electronic money,

e preservation and archiving of data according to legal
requirements (accounting and tax regulations,
archiving, etc.),

e administrative obligations (for example when
processing information regarding tax, accounting or
other administrative areas),

e the obligation to work with public authorities in

exercising their powers under the regulations.

In order to comply with legal obligations, especially
under the AML Act, we mainly process the following
personal data:

data used to

unmistakably identify the subject (for example

¢ identification uniquely and
name, surname, title, birth number, date of birth,
address of permanent residence, gender, place of
birth),

e contact details (for example contact address,
telephone number, e-mail address),

e document particulars (type and number of the
document submitted, validity and date of issue of
the document submitted, by whom the document
was issued), including copis of these documents,

e information about whether or not you are a
politically exposed person,

e transactional and user data related to the use of
Fidoo accounts and the use of the Fidoo application,

¢ information on financial transfers and transactions.

In the event that you do not disclose this information to
us, we may not open an Fidoo account for you.
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2.4. Zpracovani s vasim souhlasem

V nékterych pfipadech mlze byt pro zpracovani
osobnich Udajl nezbytny vas svobodny souhlas. Souhlas
pro takova zpracovani udélujete v elektronické formé
(zaskrtnutim pfislusnych policek). Pokud je souhlas se
zpracovanim osobnich Udaji poskytnut elektronicky,
zaznam o jeho poskytnuti provedenych v nasich
systémech slouZi jako rozhodujici doklad o poskytnuti
souhlasu.

Marketingové vyuziti udajt

Radi bychom vas c¢as od casu oslovili telefonicky,
e-mailem, SMS, prostfednictvim obchodnika nebo Fidoo
aplikace s novinkami o cinnosti, novych produktech,
sluzbach a exkluzivnich nabidkach spolecnosti, které
jsou s nami propojené ve skupiné Direct FAMILY
(zejména Direct pojistovna, a.s. a Direct auto s.r.0.) nebo
se kterymi obchodné spolupracujeme (dale jen
,nabidky“). Tento souhlas zahrnuje predani osobnich
udajli nezbytnych pro vytvoreni nabidky. Nikomu jinému
osobni marketingové  Ucely

vase udaje  pro

nepredavame.

Aktualni seznam clenl skupiny Direct FAMILY a
obchodnich partner(, jejichz nabidky vam mulzeme
posilat, naleznete na www.fidoo.com v sekci ,UzZitecné
informace — Informace o zpracovani osobnich udaja“.

Nabidky se mohou tykat produktd a sluZzeb finan¢niho
sektoru, platebnich sluzeb, pojistovnictvi, ochrany zdravi
nebo majetku a dalSich podobnych nebo souvisejicich
oblasti. Marketingové zpracovani zahrnuje profilovani,
které vyhodnocuje Udaje o vas a vasich sjednanych
produktech a slouzi k tomu, abychom vas oslovili jen s
takovymi nabidkami, které davaji smysl a mohou vas
zajimat.

Osobnimi udaji, které budeme na zdkladé vaseho
souhlasu pro tento ucel zpracovavat a predavat, jsou
jméno, prijmeni, kontaktni Udaje (adresa, telefon, e-
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2.4. Processing data with your consent

In some cases, your consent may be necessary for the
processing of personal data. You provide consent for
such processing in an electronic format (by ticking the
relevant boxes). If consent to the processing of personal
data is provided electronically, a record of it is kept in
our system and serves as proof of consent.

Use of data for Marketing purposes

We would like to address you from time-to-time by
phone, email, SMS, Fidoo sales representative or via the
Fidoo application with news about activities, new
products, services and exclusive offers from companies
connected with us in the Direct FAMILY group (especially
Direct Pojistovna, a.s. and Direct auto s.r.0.) or with
whom we trade (hereinafter referred to as ,offers”).
This consent includes the transfer of personal data
necessary for the creation of offers. We do not disclose
your personal information to anyone else for marketing
purposes.

The current list of members of the Direct FAMILY group
and business partners whose offers we may send you
can be found at www.fidoo.com in the section “Useful
information - Information on the processing of personal
data”.

Offers may cover financial sector products and services,
payment services, insurance, health or property, and
other similar or related areas. Marketing data
processing includes profiling that evaluates data about
you and agreed-upon products and is used to only
address you with such offers that make sense and may

interest you.

Personal data that we will process and transmit, based
on your consent for this purpose, is your name, surname,

contact details (address, telephone, e-mail) and
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mail) a déle informace o vyuZivani Sluzeb Fidoo vcetné
souvisejici segmentace a typizace vasi spole¢nosti.

Vase osobni Udaje budou zaclenény do databaze klient(,
kterou si pro ucely nasi ¢innosti vedeme.

Udéleni Vaseho souhlasu pro ucely informovani o
¢innosti a nabidkach produktd a sluzeb Fidoo Payments
i dalSich spole¢nosti ve skupiné Direct FAMILY je
dobrovolné a nemd vliv na uzavieni Smlouvy ani
poskytovani Sluzeb Fidoo. Souhlas je platny do jeho
odvolani.

Jak miZete svij souhlas odvolat?

Udéleny souhlas muZete kdykoliv odvolat, napft.

e-mailem, ktery mate u nas evidovany, na
info@fidoo.com, nebo telefondtem na nasi Klientskou
linku 290 290 290. V souvislosti s odvolanim souhlasu vas
pozddame o prokazani totoznosti a zeptame se vas, pro
ktery typ zpracovani svlj souhlas se zpracovanim

osobnich Gdajd odvolavate.

3. Zdroje ziskavani informaci

Informace ziskdvame pfimo od vas pfi uzavirani
Smlouvy nebo pfi poskytovani a realizaci Sluzby Fidoo,
nebo od Opravnénych uZivatell pfimo ve Fidoo aplikaci,
pfip. od vaseho zaméstnavatele. Dale z vefejnych zdroju,
rejstfikd, seznaml a evidenci (napf. obchodni a
Zivnostensky rejstfik, ARES apod.). Zdrojem osobnich
Udaju je taktéZ Fidoo aplikace a vyuzivani Fidoo uctu.

4. Jak zpracovavame a chranime vase

osobni Udaje?
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information regarding Fidoo Service use, including
related segmentation and typing of your company.

Your personal data will be incorporated into the client
database which we use for conducting our business.

The granting of consent for the purpose of marketing
about activities and offers of Fidoo Payments services
and other companies in the Direct FAMILY group is
voluntary and does not affect the decision regarding
offer of the Agreement or the provision of Fidoo
Services. Consent is valid until it is revoked.

How can you withdraw your consent?

You can withdraw your consent at any time, via email
that you have registered with us, at info@fidoo.com, or
by phone call to our Customer care line 290 290

290. In connection with the withdrawal of consent, we
will ask you to prove your identity and we will ask which
type of data processing you wish to revoke.

3. Sources of information gathering

We obtain
concluding the Agreement or when providing and

information directly from you when

implementing Fidoo Services, or from Authorised users
directly in the Fidoo application, eventually from your
employer. Furthermore, from public sources, such as
business licence registers and lists (for example
commercial register, ARES, etc.). Another source from
which personal data is also obtained is via the Fidoo

application and the Fidoo account.

4. How do we process and protect
your personal data?


mailto:info@fidoo.com
mailto:info@fidoo.com

fidoo

by Direct

Zpracovani vasich osobnich udajd probiha automaticky i
manualné. VasSe osobni Udaje maximalné chranime
kontrolnimi, technickymi a bezpe¢nostnimi mechanismy
pfed neopravnénym pfistupem nebo pfenosem i pred

moznym zneuzitim.

Fidoo Payments vyuZiva infrastrukturu dodavatell, ktefi
spliuji mezinarodni I1ISO normy a jsou pravidelné

provérovani bezpecnostnimi audity.

5. Vase prava tykajici se zpracovani

osobnich 0daji

Ve vztahu ke zpracovani vasich osobnich Gdaji mizete
vyuZzit nasledujici prava:

Pravo na informace: Mate pravo obdrzet informace
pred zpracovanim i béhem zpracovani na vasi zadost. Na
Zzadost vam sdélime, zda vaSe osobni Udaje
zpracovavame, a dale, pokud o to pozadate, informace
o Ucelech, kategoriich udaju, pfijemcich (kategoriich),
dobé wuchovani (kritériich), vaSich pravech vcetné
moznosti se obratit na dozorovy urad, zdrojich udajl
(pokud nepochazeji od vas), automatizovaném
individualnim rozhodovani a predavani do treti zemé
nebo mezinarodni organizace (vhodnych zarukach).
Také vam sdélime, jaké uUdaje a pro jaké ucely
Zpracovavame v pozici spravce a v pozici zpracovatele,

pfip. pro koho je v pozici zpracovatele zpracovavame.

Pravo na pristup: Kromé informaci o zpracovani mate
pravo na kopii udajli, které jsou o vas zpracovavany.

Pravo na opravu: Spravce by mél zpracovavat presné
Udaje, pfi zjisténi nespravnosti Udajlii mate pravo na
opravu.

Pravo na vymaz (,byt zapomenut“): Mate pravo na
vymazani svych 0dajd, ale jen tehdy pokud netrva jiny
pravem uznany dlvod pro zpracovani, ktery spravce
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data is done

automatically and manually. We protect your personal

The processing of your personal
data with the utmost care, via technical and security
tools used to prevent against unauthorised access or

transmission and against possible misuse.

Fidoo Payments uses the infrastructure providers that
meet the international ISO norms and are regularly
inspected via security audits.

5. Your rights regarding the
processing of personal data

You have the following rights in relation to the
processing of your personal data:

Right to information: You have the right to receive
information before and during processing upon your
request. Upon request, we will disclose to you why we
have processed your personal data and, if you so
request, information about the purposes, categories of
data, recipients (categories), period of storage of data
(criteria), your rights including the possibility to contact
the supervisory authority, data sources (unless they
have been provided by you), automated individual
decision-making and transfer of data to a third country
or international organisation (appropriate warranty).
We will also notify you about the kind of data and
purposes of data processing in the role of a controller
and in role of a data processor, or for whom we process
it in the position of a data processor.

Right of access: In addition to processing information,
you have the right to a copy of the data that is processed
about you.

Right to rectification: The controller should process
accurate data, you have the right to rectify incorrect
data when detected.

Right of deletion (‘to be forgotten’): You have the right
to delete your data, but only if there is no other legally
recognised reason for processing which the controller
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muze pouzit (véetné ochrany svych opravnénych zajma
a prav).

Pravo na prenos: Mdte prdvo obdrZet zpracovavané
udaje, které se zpracovavaji na zakladé souhlasu nebo na
zdkladé uzavfeni nebo pInéni smlouvy, a které jste sami
poskytli nebo které pfimo vyplyvaji z vasi Cinnosti, ve
strojové Citelném formatu. Plati jen pro automatizované

zpracovavané udaje.

Pravo vznést namitku: Plati pro pfipady zpracovani z
dlvodu vefejného zajmu, ktery spravce zastava, nebo
jeho vlastniho opravnéného zajmu, vcetné primého
Mate
zpracovani namitku a spravce ma povinnost takové

marketingu. pravo vznést proti takovém
zpracovani posoudit z hlediska splnéni vSech pravidel
podle predpisud. V pripadé prfimého marketingu takové

zpracovani po vzneseni namitky vzdy zastavi.

Pravo na odvolani souhlasu: V pripadé zpracovani
zaloZeného na vasem souhlasu muzZete souhlas kdykoli
odvolat, a to na info@fidoo.com, telefonatem na nasi
Klientskou linku 290 290 290 nebo pfimo ve Fidoo
aplikaci.

Pravo na omezeni: Mate pravo na omezeni zpracovani
svych udajt, pokud:

a) popirate presnost Gdajd, a to do doby, neZ spravce
presnost ovéri,

b) udaje nejsou potieba pro ucely zpracovani, avsak
pozadujete jejich zpracovani pro urceni, vykon
nebo obhajobu pravnich narokd,

dokud

nebude ovéreno, zda opravnéné dlvody spravce

c) vznesli jste namitku proti zpracovani,

prevazuji nad vasimi opravnénymi zajmy,
d) zpracovani udaji bylo protipravni a poZadujete
omezeni

namisto  vymazu udaji jen

jejich zpracovani.

Automatizované individualni rozhodovani: V pripadé,
kdy dochazi
rozhodovani, které pro vas ma podstatné duasledky

k automatizovanému individualnimu

(napf. by vedlo k neuzavreni smlouvy, zméné podminek
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may use (including the protection of its legitimate
interests and rights).

Right to portability: You have the right to receive
processed data that is processed on the basis of consent
or upon conclusion or fulfilment of the contract and
which you have provided yourself or which directly
results from your activity in a readable format. Only valid
for duration of automated data processing.

Right to object: Applies to cases on the grounds of
public interest held by the controller or his or her own
legitimate interest, including direct marketing. You have
the right to object to such processing and the controller
has an obligation to assess such data processing in
respect of compliance with all rules/laws. In the case of
direct marketing, such data processing is always ceased
after the objection is raised.

Right to withdraw consent: In case of data processing
based on your consent, you can revoke your consent at
any time via email at info@fidoo.com, or by calling our
Customer care line 290 290 290 or directly via the Fidoo
application.

Right to restriction: You have the right to restrict the
processing of your data if:

a) you deny accuracy of the data until the controller
verifies data accuracy,

b) dataare not needed for the purposes of processing
but require processing for the establishment,
exercise or defence of legal claims,

c) you have objected to data processing until verified
and whether the
controller outweigh your legitimate interests,

legitimate reasons of the

d) data processing has been unlawful and you
require, instead of deletion of data, a restriction on
data processing.

Automated individual decision-making: In the case of
automated individualised decision making that have
significant implications for you (for example leading to a
contract failure, changing the terms of a negotiated

10
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sjednané Sluzby apod.), mate pravo nechat takové
rozhodnuti pfezkoumat, vyjadfit se k nému a pfipadné
ho napadnout.

Pravo obratit se na dohled, soud: MUzZete se obratit na
dohledovy orgédn (Ufad na ochranu osobnich udajg,

Www.uoou.cz) nebo soud.

Jak mlzZete sva prava uplatnit?

Kontaktujte nase centrum péce o klienty, a to e-mailem
na info@fidoo.com nebo telefonicky 290 290 290.

V pripadé aktualizace osobnich udaji kontaktujte
Opravnéného uzivatele ve vasi spolecnosti, ktery udaje
zaznamena do Fidoo aplikace (vyjma e-mailové adresy,
kdy se obratte pfimo na nas).

6. Kdy miZeme predat vaSe Udaje do

zahranici?

Vase osobni udaje mohou byt predavany ke zpracovani
v ramci EU a Evropského hospodarského prostoru (napf.
spole¢nostem skupiny Direct FAMILY, poskytovatelim IT
technologii apod.). V souladu s pravnimi predpisy
mUZeme osobni Udaje pfeddvat i do dalSich zemi mimo
EU/EHP, to ale jen v pfipadé zajisténi odpovidajiciho
zabezpeceni a dolozeni zaruk, Ze bude zajisténa

odpovidajici Uroven jejich ochrany.

Osobni udaje nezbytné pro poskytovani platebni sluzby

preddvame zejména poskytovatelim sluzeb
souvisejicich s platebnimi sluzbami — provozovatelim
platebnich a zuctovacich systémi, poskytovatelim
zabezpeceni platebni brany, finanéni instituci zajistujici

vedeni U¢td a provedeni transakci.
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Service, etc.), you have the right to disagree with such a
decision and to examine the decision process, to
comment on it and, if appropriate, to challenge it.

The right to consult the court: You can contact the
(Office for Data

Protection, www. uoou.cz) or court.

supervisory authority Personal

How can you exercise your rights?

Contact our customer care center by email at
info@fidoo.com or by phone 290 290 290.

In case of an update of the personal information,
contact your Authorized user in your company who will
record all data in the Fidoo application (except of e- mail
address, in such case please contact us).

6. When can we transfer your
data abroad?

Your personal data may be transferred for processing
within the EU and the European economic area (for
example Direct FAMILY group companies, IT technology
providers etc.). In accordance with the Applicable laws,
we may transfer personal data to other countries
outside the EU/EEA, but only in the case of ensuring
adequate security and proof that adequate level of
protection will be ensured.

In particular, we transfer necessary personal data for the
provision of payment services to service providers
related to these payment services, payment and
settlement system operators, payment gateway security
providers, the financial institution providing account
management and the execution of transactions.

11
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7. Ptijemci 0dajo

Ne vSechny ¢innosti v rdmci Sluzby Fidoo si zajistujeme
sami, vyuzivame i tfetich stran.

Kategorie pfijemcu:

e Poskytovatelé sluzeb souvisejicich s platebnimi
sluzbami — provozovatelé platebnich a zlGc¢tovacich
systém, poskytovatelé zabezpeceni platebni brany,
finanéni instituce zajistujici vedeni Gc¢td a provedeni
transakci, poskytovatelé procesingovych a
autorizacnich sluzeb,

e |T poskytovatelé — cloudové sluzby pro ukladani dat,
vyvojafi a spravci mobilnich a webovych aplikaci,
poskytovatelé doplnkovych nastroju pro
administrativu, analyzy dat, komunikaci a provoz,

e Poskytovatelé sluzeb souvisejicich s identifikaci a
kontrolou klienta,

e Poskytovatelé pravnich sluzeb.

V pfipadé, kdy by se u nds néco ménilo a prevadéli jsme
nasi obchodni nebo jinou ¢innost jako celek nebo i jeji
¢ast na jinou osobu, pak by soucasti takového prevodu
byly i osobni Udaje, které se této Cinnosti tykaji. Stejné
by to bylo i v pfipadé, Ze bychom byli v souladu s
pravnimi predpisy nuceni takové zmény udélat.

8. Doba uchovani osobnich 0daji

Doba uchovani a archivace osobnich udaju je zavisla na
nékolika faktorech, které se uplatni podle konkrétni
situace, ve které jsou osobni uUdaje zpracovavany.
NejCastéji se osobni Udaje zpracovavaji po dobu trvani
Smlouvy. Pokud s Vami o Smlouvé jedname, ale nakonec
k jejimu uzavreni nedojde, udaje smazeme po uplynuti
90 dnl od poskytnuti kontaktu. V pfipadé uzavieni
Smlouvy se osobni Udaje dale zpracovavaji i po jejim
skonceni z divodu ochrany nasich nebo vasich prav a
zajm0 (pfip. zajma tretich osob), a to po dobu nezbytné
nutnou k jejich zajisténi nebo vykonu. Tato doba je
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7. Data recipients

Not all activities in the Fidoo Service are ensured by us,
we also use third parties.

Categories of beneficiaries:

e Service providers related to payment services —
payment and clearing operators, payment gateway
security providers, financial institutions providing
account management and execution of transactions,
providers of processing and authorization services,

e IT providers — cloudbased data storage services,
mobile and web application developers and
administrators, additional administration tools, data
analytics, communication and operations,

e Providers of services related to client identification
and screening,

e Legal services providers.

In the case where changes would occur in our business
or in other activities as a whole or in part transferred to
another person, then the personal data relating to that
activity would also be part of that transfer. This would
also be the case if we were legally obliged to make such
changes.

8. Retention period of personal data

The retention and archiving period of personal data
depends on several factors that apply according to the
specific situation in which the personal data are
processed. Most often, personal data are processed for
the duration of the Agreement. If we are negotiating an
Agreement with you, but it is not ultimately concluded,
we will delete the data after 90 days from the date of
providing the contact. After termination of the
Agreement, personal data are further processed to
protect our and your rights and interests (or the

interests of third parties) for as long as necessary to

12
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primarné urcena podle (objektivnich) promlicecich Ihit

stanovenych zdkonem (obcansky zdkonik) nebo
smlouvou. Lhlty se mohou liSit podle druhu zavazku
nebo prava, kterého se udaje tykaji. V pfipadé nékterych
dokumentd jsme povinni Udaje, které jsou v nich
obsazené, uchovavat ve |h(tach stanovenych podle
obecné zavaznych Pravnich predpisi (zejm. v oblasti
ucetnictvi, dani, pracovnépravni nebo archivnictvi podle

zvlastniho zakona).

Nase cinnost rovnéz podléhd specidlni sektorové
ktera ndm ukldda uchovavat dokumenty
Fidoo

minimalné po dobu 5 let a dokumenty tykajici se

regulaci,

tykajici se poskytovani platebnich Sluzeb
identifikace osob pro ucely boje proti prani Spinavych
penéz a financovani terorismu po dobu az 10 let.

Fidoo Payments ma nastavené |hty pro uchovani
dokument( a udaju ve svych internich predpisech.

Pokud jsou nékteré udaje potfebné z vice davodd,
uplatfiujeme dobu uchovani pro ucel, ktery zanikne jako
posledni.

V pfipadé udéleni souhlasu probiha zpracovani do
odvolani souhlasu, neni-li pfimo u souhlasu uvedeno
jinak. Souhlas mUzZete kdykoli odvolat a tim zpracovani
ukoncit.

9. Co kdyz se néco zmeni?

Aktualni znéni tohoto dokumentu naleznete vidy na
webu www.fidoo.com. Pokud by doslo k zasadni zméné
budeme vas o tom

zpracovani osobnich (dajq,

informovat zejména prostrednictvim Fidoo aplikace.
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enforce and ensure rights and interests are maintained.
This period is primarily determined by the (objective)
limitation period expressed by the law (Civil Code) or by
contract. Terms may vary depending on the type of
liability or the law to which the data relates. In the case
of certain documents, we are required to keep the data
contained therein within the time limits laid down under
generally binding Legal regulations (accounting,
taxation, labour law or archiving in accordance with the

Applicable law).

Our activities are also subject to a special sector
regulation, which obliges us to keep documents relating
to the provision of payment Fidoo Services for a
minimum of 5 years and documents relating to the
identification of persons for the purpose of combating
money laundering and financing terrorism for up to 10

years.

Fidoo Payments has set terms for keeping documents
and data in its internal regulations.

If certain data is required for multiple reasons we will
use the period of retention for the purpose which is the
last one to expire.

If consent is given, processing takes place until
withdrawal of consent, unless otherwise stated directly.
You can revoke your consent at any time to terminate

data processing.

9. What if something changes?

The current wording of this document can be found on
website: www.fidoo.com. Should a substantial change in
the processing of personal data occur, we will inform
you in particular via the Fidoo application.
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